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may act on behalf of an individual.
Corporations, partnerships sole propri-
etorships, professional groups, busi-
nesses, whether incorporated or unin-
corporated, and other commercial enti-
ties are not individuals.

Maintain. Includes maintain, collect,
use or disseminate.

Medical Records. Documents relating
to the physical care and treatment of
an individual.

Privacy Act Request. A written re-
quest containing a signature submitted
by a U.S. citizen or alien admitted for
permanent residence for access to or
amendment of records on himself/her-
self which are contained in a PA sys-
tem of records. PA requests will be ac-
cepted via mail or facsimile, or NSA/
CSS employees may hand deliver them.
Digital signatures will be accepted via
the Internet by October 21, 2003. Until
then, PA requests will not be accepted
via the Internet. Requests received via
the Internet will not be acknowledged.
Regardless of whether the requester
cites the FOIA, PA, or no law, the re-
quest for records will be processed
under both this part and the FOIA. Re-
quests for amendments will be proc-
essed pursuant to the PA.

Personal information. The collection
of two or more pieces of information
that is about an individual: e.g., name
and date of birth, Social Security Num-
ber.

Personal notes. Notations created in
paper or electronic form for the con-
venience and at the discretion of the
originator, for the originator’s eyes
only, and over which NSA/CSS exer-
cises no control. Personal notes are not
agency records within the meaning of
the Privacy Act (PA) or the Freedom of
Information Act (FOIA). However, once
the personal note, or information con-
tained therein, is shared with another
individual, it becomes an Agency
record and is subject to the provisions
of the FOIA and, if appropriate, the
PA.

Psychological Records. Documents re-
lating to the psychological care and
treatment of an individual.

Record. Any item, collection, or
grouping of information, whatever the
storage media (paper, electronic, etc.)
about an individual or his or her edu-
cation, financial transactions, medical
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history, criminal or employment his-
tory, and that contains his or her
name, or the identifying number, sym-
bol, or other identifying particular as-
signed to the individual, such as a fin-
gerprint, voice print, or a photograph.
The record must be in existence and
under the control of NSA/CSS at the
time a request is made.

Routine wuse. The disclosure of a
record outside NSA/CSS or the DoD for
a use that is compatible with the pur-
pose for which the information was col-
lected and maintained by NSA/CSS.
The routine use must be included in
the published system of records.

System of Records. A group of records
under the control of a federal agency
from which personal information is re-
trieved by the individual’s name or by
some identifying number, symbol, or
other identifying particular assigned to
an individual

§322.3 Policy.

(a) The National Security Agency/
Central Security Service shall main-
tain in its records only such informa-
tion about an individual that is rel-
evant and necessary to accomplish a
purpose of the Agency, and that is re-
quired or authorized to be maintained
by statute or Executive Order. Infor-
mation about an individual shall, to
the greatest extent practicable, be col-
lected directly from the individual if
the information may result in adverse
determinations about the individual’s
rights, benefits, and privileges under
any Federal program. Records used by
this Agency in making adverse deter-
minations about an individual shall be
maintained with such accuracy, rel-
evance, timeliness and completeness as
is reasonably necessary to assure fair-
ness to the individual. The Agency
shall protect the privacy of individuals
identified in its records, and shall per-
mit an individual to request access to
personal information in records on
himself/herself and to request correc-
tion or amendment of factual informa-
tion contained in such records. These
policies are consistent with the spirit
and intent of the PA, and are subject
to exemptions under the Act, as de-
fined in §322.7, and legal requirements
to protect sensitive NSA information
such as the intelligence sources and
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methods the Agency employs to fulfill
its mission.

(b) Pursuant to written requests sub-
mitted in accordance with the PA, the
NSA/CSS shall make records available
consistent with the Act and the need to
protect government interests pursuant
to subsections (d) and (k) of the Pri-
vacy Act. Oral requests for information
shall not be accepted. Before the Agen-
cy responds to a request, the request
must comply with the provisions of
this part.

(c) In order that members of the pub-
lic have timely access to unclassified
information regarding NSA activities,
requests for information that would
not be withheld if requested under the
FOIA or the PA may be honored
through appropriate means without re-
quiring the requester to invoke the
FOIA or the PA. Although a record
may require minimal redaction before
its release, this fact alone shall not re-
quire the Agency to direct the re-
quester to submit a formal FOIA or PA
request for the record.

§322.4 Responsibilities.

(a) The Director’s Chief of Staff (DC)
is responsible for overseeing the ad-
ministration of the PA. The Director of
Policy (DC3), or the Deputy Director of
Policy, if so designated, shall carry out
this responsibility on behalf of the
Chief of Staff and shall:

(1) Provide policy guidance to NSA/
CSS on PA issues.

(2) Provide policy guidance to PA co-
ordinators for processing PA requests
from NSA/CSS employees who will be
using the records within NSA/CSS
spaces.

(3) Provide training of NSA/CSS em-
ployees and contractors in the require-
ments of the PA. Specialized training
is provided to special investigators and
employees who deal with the news
media or the public.

(4) Receive, process, and respond to
PA requests from individuals and em-
ployees who require the information
for use outside of NSA/CSS spaces.

(i) Conduct the appropriate search for
and review of records.

(ii) Provide the requester with copies
of all releasable material.

(iii) Notify the requester of any ad-
verse determination, including his/her

32 CFR Ch. | (7-1-12 Edition)

right to appeal an adverse determina-
tion to the NSA/CSS Appeal Authority.

(iv) Assure the timeliness of re-
sponses.

(5) Receive, process and respond to
PA amendment requests to include:

(i) Obtain comments and supporting
documentation from the organization
originating the record.

(i) Conduct a review of all docu-
mentation relevant to the request.

(iii) Advise the requester of the Agen-
cy’s decision.

(iv) Notify the requester of any ad-
verse determination, including his/her
right to appeal the adverse determina-
tion to the NSA/CSS Appeal Authority.

(v) Direct the appropriate Agency or-
ganization to amend a record and ad-
vise other record holders to amend the
record when a decision is made in favor
of a requester.

(vi) Assure the timeliness of re-
sponses.

(6) Ensure that Agency employees
(internal requesters) that have access
to NSA/CSS spaces are given access to
all or part of a PA record to which the
employee was denied by the record
holder when, after a review of the cir-
cumstances by the Director of Policy,
it is determined that access should be
granted. For those individuals who do
not have access to NSA/CSS spaces see
§322.6 of this part.

(7) Conduct Agency reviews in ac-
cordance with OMB Circular A-1301 and
32 CFR part 310.

(8) Deposit in the U.S. Treasury all
fees collected as a result of charges lev-
ied for the duplication of records pro-
vided under the PA and maintain the
necessary accounting records for such
fees.

(b) The NSA/CSS Privacy Act Appeal
Authority is designated as the review-
ing authority for requests for review of
denials by the Director of Policy to
provide access to a record and/or to
amend a record. The PA Appeal Au-
thority is the Deputy Director, NSA. In
the absence of the Deputy Director, the
Director’s Chief of Staff serves as the
Appeal Authority.

(c) The General Counsel (GC) or his
designee shall:

1 Available from http:/www.whitehouse.gov/

omb/circulars/index.html.
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